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SUMMARY

SOC Analyst with one year of experience triaging and investigating security alerts in a 24/7 multi-client SOC, using Microsoft
Sentinel, Defender XDR and Elastic SIEM. CRTP, eCPPT, eCIR and eCTHP certified, with hands-on experience in Active Directory
security assessments and incident response. Seeking a cybersecurity role where offensive security knowledge strengthens detection
and response.

EXPERIENCE
RaiseGuard Tunisia
SOC Analyst (L1) Nov 2025 — Present

» Triage and investigate security alerts for multiple enterprise clients in a 24/7 SOC using Microsoft Sentinel, Defender XDR,
Trend Vision One, Elastic SIEM and FortiGate.

* Threat-hunt across Windows security events and Entra ID sign-in telemetry with KQL to reconstruct attack chains, separate true
from false positives, and escalate confirmed incidents.

¢ Map behavior and IOCs to MITRE ATT&CK; write incident-analysis, CTI and client closure reports with remediation steps.

 Authored Patch Tuesday vulnerability advisories and a six-month incident trend report for SOC clients.

ANCS - National Cybersecurity Agency Tunisia

Final-Year Project: Open-Source SOC Platform Feb 2025 — Jun 2025

* Designed and deployed a full SOC stack integrating Wazuh (SIEM/XDR), OpenCTI (threat intelligence) and Shuffle (SOAR).

* Automated IOC enrichment, alert correlation and triage playbooks, plus Al-assisted incident reporting and analyst dashboards.

ANCE - National Digital Certification Agency Tunisia

Security Intern Jan 2024 — Feb 2024

* Benchmarked SOC architectures and deployed Snort IDS to evaluate network intrusion detection and monitoring.

SKILLS

Security Operations: Microsoft Sentinel, Defender XDR, Entra ID, Trend Vision One, Elastic, Wazuh, FortiGate, KQL, ATT&CK
Offensive Security: Active Directory attacks, penetration testing, exploitation (BloodHound, PowerView, Mimikatz, Impacket)
DFIR, Threat Hunting & CTI: Incident response, threat hunting, threat intelligence, memory and network forensics (Volatility,
Wireshark, Snort, OpenCTI)

Systems & Languages: Linux, Windows, Docker, Git, Python | Arabic (native), French (professional), English (professional)

CERTIFICATIONS

CRTP - Certified Red Team Professional, Altered Security Jul 2026
eCTHP - Certified Threat Hunting Professional, INE Oct 2026
eCPPT - Certified Professional Penetration Tester, INE Jan 2026
eCIR - Certified Incident Responder, INE Oct 2026
eJPT — Junior Penetration Tester, INE Oct 2025
PROJECTS

Al-Assisted Vulnerability Validation & Purple Team Pipeline — Technical Supervisor 2026

 Supervised two interns building a pipeline that matches CVE intelligence (NVD, CISA KEV, OSV.dev) to deployed software and
validates exploitability in an isolated multi-VM lab, with LLM-assisted testing (OpenAl, Gemini) behind a human-approval gate.

 Designed the purple-team loop correlating controlled exploitation with Wazuh telemetry to measure detection coverage.

Windows Malware Analysis Lab Nov 2024 — Jan 2025

* Built an isolated lab for static/dynamic analysis of Windows malware; extracted PE, behavioral and network IOCs and mapped
them to ATT&CK.

EDUCATION

TEK-UP University Tunisia
Engineering Degree, Computer Networks and Security Sep 2025 — Present
ISETCOM - Higher Institute of Technological Studies in Communications Tunisia
Bachelor in Computer Networks, Network Security — High Honors Sep 2022 — Jun 2025

ACHIEVEMENTS & LEADERSHIP

* CTF: 1st Place — CrackoutCTF 2025, DarkNetsCTF 2025, Darkest Hour CTF 2026 | 2nd Place - TEK-UP CTF KAREEM 2025
| 3rd Place — SparkCTF 2026 | Top 8 MENA (2026) — CSAW Qualifiers | 14th/2,893 — Hack The Boo 2025 (HTB) | Top 3
Tunisia — CyberDefenders (2025).

* Securinets TEK-UP, Tech Team: authored forensics and network challenges for CyberTEK, one of Tunisia’s largest CTFs; led
memory and PCAP analysis workshops. Vice President, Radio’Com Club, ISETCOM (2023 — 2024).
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